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9% - 64%
of financial services organizations were hit with

ranEomwate in 2021 of IT pros observed an increase in the complexity of attacks

$1.59M 63%

average cost to remediate following an attack on financial of data recovered by financial services organizations after
services paying the ransom

>1 Month 54%

12% of financial services organizations took over a month of attacks on financial services resulted in data being
to recover following an attack encrypted

91% = 10%

of organizations hit by ransomware said it impacted their I of financial services recovered ALL data after paying the
ability to operate ransom

Sophos
https://partnernews.sophos.com/







Finastra Ransomware Attack

| FINASTRA T: +44 (0)20 3320 5000 Finastra Group Holdings Ltd

finastra.com 4 Kingdom Street,
Paddington,
London, W2 6BD

3 April 2020

Finastra Statement on Cyberattack

As many of our customers will be aware, Finastra was recently targeted in a cyberattack. As a result

of this, on 20" March, we took certain proactive steps to protect our systems and our customers' data,
which meant that we had to interrupt service to some customers. First and foremost, we would like to
apologize to all affected customers for the inconvenience and concern that this delinquent attack has

caused to them and, in turn, their own customers.

In recent weeks the world has seen the number and intensity of cyberattacks increase significantly
across all sectors of industry, sadly including even the medical and not-for-profit sectors. These
attacks have been deliberately timed to capitalize on the challenges we all face in protecting our
colleagues and loved ones from COVID-19. Unfortunately, cyberattacks remain a constant threat for
everyone, and we all need to continue to guard against this.




Phishing Attacks and
Business Emails
Compromise

Credit unions are often
targeted by phishing and BEC
attacks, where cybercriminals
impersonate employees or
executives to trick employees
into making fraudulent
transactions. These attacks
can result in significant
financial losses.

NETFLIX

Please update your
payment details

Hi Dear,

We're having some trouble with your current billing
information. We'll try again. but in the meantime you
may want to update your payment details.

UPDATE ACCOUNT NOW

Need help? We're here if you need it. Visit the Help
Center or contact us now.

- Your friends at Netflix
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Why Cyber Threats Target Small Business?
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* No IT Department

* Less likely to follow Internet
Best Practices

e Simple network & systems
* Using the cloud

e Using third-party software
* Big Data

* Easy Target
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Password and Access
Management

* User Account Management
* Role-Based Access Control
* Least Privilege Principle

* Session Management

Password Practices

Complexity
Length
Expiration
Storage
Recovery

Organizations should continually assess and improve their password and access control policies to adapt to

evolving security threats and compliance requirements.



Employee Training and Awareness Program

Implementing a robust employee training and awareness program is
critical for credit unions to enhance cybersecurity, data protection, and
overall risk management.

e Social Engineering * Phishing Attacks
* Removable Media * Social Media
* Mobile Device Security * Passwords and Authentication



Network Defense

Protecting the network infrastructure is essential to ensure the
confidentiality, integrity, and availability of member data and financial

services.

Firewall Secure Remote Access

Patch Management Antivirus

Secure Wi-Fi Networks



Incident Response and Disaster Recovery

It involves planning, preparation, and response to security incidents to
minimize their impact on operations and member data.

Incident Response Plan

Incident Response Team

Incident Identification and Detection
Incident Reporting

TEST, TEST and TEST AGAIN...



Business Case & Budget Allocation

* Describe the of your organization.
Include recent security incidents, vulnerabilities, and compliance

gaps.
 Clearly that need
protection.

* Conduct a comprehensive risk assessment that
associated
with the current cybersecurity posture.

* Provide a that compares the cost of the
proposed cybersecurity investments to the potential savings from
reduced risks and improved security.



o, N ¢
* e " - ”,
. LI ) pe
o ¢ < ‘¢ » :
: =, o YA - ’
— “\ . . ’ ¥
- L7 " ’ ’, ’
AN N o) oYy o
o s ™ v
- . 7. 5t .
- /4» /S < ’ p

bil

 '

e
-~

T

KA AAAR ‘ = &
P A AAA A A At SR .
5250 QQ’Q Av,.v .ow v . " P ey
X K AA A (@ e =SSN
o X0 QO A & 4
e o6 b 4 . | A
Yo 'a” 8 5 g é u v V
Asov‘ G"‘A. ' ¢ N &/ﬁ e y <
$,9°070%% NI e Y

» -
NN\ .

s

>

%



B7 Tabonuco Street Suite
302 Guaynabo, PR 00968

Harry Santiago-Perez, CPA, CIA Josue Hill Felix ~ Wilfredo R VerafPujols, CISAZEDPSE, MC
hsantiago@drivenadvisors.com jhill@drivenadvisors.com wvergf#drivenadvisors. Seli
(787) 392-9392 (787) 404-7363 (787) 313-7752



https://goo.gl/maps/mDRvc86scz7zx1Xr6
https://goo.gl/maps/mDRvc86scz7zx1Xr6
mailto:jhill@drivenadvisors.com
mailto:wvera@drivenadvisors.com
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